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Technology

Data-mining for anomaly detection

i ; Conventional manner Our manner
Detect unknown attacks by understanding system and analyzing Prevention of infection Detect attack activities

changes and isolate attacked area automatically (EPP: Endpoint Protection) inside the system

(EDR: Endpoint Detection and Response)
A

® Automatically make a model of the normal behavior of the system by learning the system

behavior from detailed logs collected from endpoints *
® No need for manual settings or domain knowledge Sandbox
® Compare the model and current system behavior and detect abnormal behavior, which could

lead to cyber attack detection
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