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We are developing a distributed Web system consisting of a Web server and cache servers on
the cloud acting as a proxy for it, a mechanism for keeping the responsiveness of interactive
application by limiting the number of simultaneous sessions to the Web server, and an
information security measure system that can take appropriate measures against vulnerable
hosts. The number of cache servers on the distributed web system scales with traffic.

Below, simultaneous session limitation mechanism and information security measure system

are introduced.

1. Simultaneous Session Limitation Mechanism for Web Server

The simultaneous session limitation mechanism aims to keep responsiveness to users by limiting the number
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2. Information Security Measure System Fig.1 Overview of simultaneous session limitation mechanism

Figure 2 shows the overview of the information security measure system. The vulnerability information
gathering part gathers vulnerability information and C&C server information from vulnerability information
sites, etc., and the IT asset management part collects device information within the organization such as
importance of retained information, installed software information. The Influence estimation part estimates

necessary measures based on these information, and instructs the network control part, notifies administrators

and  users of the
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Fig.2 Overview of information security countermeasure system



